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1
Decision/action requested

Approve the pCR below
2
References

[1]
S3-214300
“TR 33.850 Conclusion Key Issue #1”

2

Rationale

This contribution proposes text of clause 6.1 of the 5G ProSe draft TS based on the conclusion proposed in [1].
3
Detailed proposal
*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".
[x]
IETF RFC 4082: “Timed Efficient Stream Loss-Tolerant Authentication (TESLA): Multicast Source Authentication Transform Introduction”.

*** NEXT CHANGE ***
6
Security for 5G ProSe features
Editor’s Notes: This clause contains 5G ProSe features.
6.1
Security for 5G ProSe Discovery
Editor’s Notes: This clause contains the description of the security for open 5G ProSe Direct Discovery and restricted 5G ProSe Direct Discovery and 5G ProSe UE-to-Network Relay Discovery.
6.1.1
General

6.1.2
Security requirements
The discovery messages in open discovery shall support integrity protection and replay protection.

The discovery messages in restricted discovery shall support confidentiality protection, integrity protection, and replay protection.

The entity which receives a restricted discovery message on the PC5 interface shall be able to verify the source authenticity. 
*** NEXT CHANGE ***
6.1.3
Security procedures
6.1.3.X
Security procedures for 5G ProSe Discovery 

6.1.3.X.1


Security procedures for 5G ProSe Open Discovery 

The open discovery security procedure is described as follows:

1. The announcing UE sends a Discovery Request message containing the ProSe Application ID to the DDNMF in its HPLMN in order to be allowed to announce a code on its serving PLMN (either VPLMN or HPLMN).

2. If the announcing UE wants to send announcements in the VPLMN, it needs to be authorised from the VPLMN ProSe Function. The DDNMF in the HPLMN requests authorization from the VPLMN DDNMF by sending Announce Auth.() message.

3. VPLMN DDNMF responds with an Announce Auth. Ack () message, if authorization is granted. There are no changes to these messages for the purpose of protecting the transmitted code for open discovery. If the Announcing UE is not roaming, these steps do not take place.

4. The DDNMF in HPLMN of the announcing UE returns the ProSe App Code that the announcing UE can announce and a Discovery Key associated with it. The DDNMF stores the Discovery Key with the ProSe App Code. In addition, the DDNMF provides the UE with a CURRENT_TIME parameter, which contains the current UTC-based time at the DDNMF, a MAX_OFFSET parameter, and a Validity Timer. The UE sets a clock which is used for ProSe authentication (i.e. ProSe clock) to the value of CURRENT_TIME and the UE stores the MAX_OFFSET parameter, overwriting any previous values. The announcing UE obtains a value for a UTC-based counter associated with a discovery slot based on UTC time. The counter is set to a value of UTC time in granularity of seconds. The UE may obtain UTC time from any sources available, e.g. the RAN via SIB16, NITZ, NTP, GPS, via Ub interface (in GBA) (depending on which is available).

NOTE 1:
The UE may use unprotected time to obtain the UTC-based counter associated with a discovery slot. This means that the discovery message could be successfully replayed if a UE is fooled into using a time different from the current time. The MAX_OFFSET parameter is used to limit the ability of an attacker to successfully replay discovery messages or obtain correctly MICed discovery message for later use. This is achieved by using MAX_OFFSET as a maximum difference between the UTC-based counter associated with the discovery slot and the ProSe clock held by the UE. 

NOTE 2:
A discovery slot is the time at which an announcing UE sends the announcement.
5. The UE starts announcing, if the difference between UTC-based counter provided by the system associated with the discovery slot and the UE’s ProSe clock is not greater than the MAX_OFFSET and if the Validity Timer has not expired. For each discovery slot it uses to announce, the announcing UE calculates a 32-bit Message Integrity Check (MIC) to include with the ProSe App Code in the discovery message. The four least significant bits of UTC-based counter are transmitted along with the discovery message. The MIC is calculated as described in clause A.2 of TS 33.303 [6] using the Discovery Key and the UTC-based counter associated with the discovery slot.

6. The Monitoring UE sends a Discovery Request message containing the ProSe Application ID to the DDNMF in its HPLMN in order to get the Discovery Filters that it wants to listen for.

7. The DDNMF in the HPLMN of the monitoring UE sends Monitor Req. message to the DDNMF in the HPLMN of the announcing.

8. The DDNMF in the HPLMN of the announcing UE sends Monitor Resp. message to the DDNMF in the HPLMN of the monitoring.IfMIC needs to be checked by the DDNMF in the HPLMN of the monitoring UE or the monitoring UE, the Discovery Key should be contained in the response message.
9. The DDNMF returns the Discovery Filter containing either the ProSe App Code(s), the ProSe App Mask(s), or both along with the CURRENT_TIME and the MAX_OFFSET parameters. The UE sets its ProSe clock to CURRENT_TIME and stores the MAX_OFFSET parameter, overwriting any previous values. The monitoring UE obtains a value for a UTC-based counter associated with a discovery slot based on UTC time. The counter is set to a value of UTC time in granularity of seconds. The UE may obtain UTC time from any sources available, e.g. the RAN via SIB16, NITZ, NTP, GPS (depending on which is available).IfMIC needs to be checked by the monitoring UE, the Discovery Key should be contained in the response message.
10. The Monitoring UE listens for a discovery message that satisfies its Discovery Filter, if the difference between UTC-based counter associated with that discovery slot and UE’s ProSe clock is not greater than the MAX_OFFSET of the monitoring UE's ProSe clock. If the monitoring UE has the Discovery Key, the MIC check is performed locally, and steps 11 to 15 are omitted.

11. On hearing such a discovery message, and if the UE needs to check the MIC for the discovered ProSe App Code, the Monitoring UE sends a Match Report message to the DDNMF in the HPLMN of the monitoring UE. The Match Report contains the UTC-based counter value with four least significant bits equal to four least significant bits received along with discovery message and nearest to the monitoring UE’s UTC-based counter associated with the discovery slot where it heard the announcement, and other discovery message parameters including the ProSe App Code and MIC. If the DDNMF in the HPLMN of the monitoring UE has the Discovery Key, the MIC check is performed locally, and steps 12 to 14 are omitted.

12. The DDNMF in the HPLMN of the monitoring UE passes the discovery message parameters including the ProSe App Code and MIC and associated counter parameter to the DDNMF in the HPLMN of the announcing UE in the Match Report message.

13. The DDNMF in the HPLMN of the announcing UE should check the MIC is valid. The relevant Discovery Key is found using the ProSe App Code.
14. The DDNMF in the HPLMN of the announcing UE should acknowledge a successful check of the MIC to the DDNMF in the HPLMN of the monitoring UE in the Match Report Ack message. The DDNMF in the HPLMN of the announcing UE includes a Match Report refresh timer in the Match Report Ack message. The Match Report refresh timer indicates how long the UE will wait before sending a new Match Report for the ProSe App Code.
15. The DDNMF in the HPLMN of the monitoring UE acknowledges the check result to the monitoring UE. The DDNMF returns the parameter ProSe Application ID to the UE. It also provides the CURRENT_TIME parameter, by which the UE (re)sets its ProSe clock The DDNMF in the HPLMN of the monitoring UE may optionally modify the received Match Report refresh timer based on local policy and then include the Match Report refresh timer in the message to the Monitoring UE.
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Figure 6.1.3.X.1-1: Open discovery security procedure
6.1.3.X.2


Security procedures for 5G ProSe Restricted Discovery 

6.1.3.X.2.1
Model A restricted discovery

The security procedure for Model A restricted discovery is described as follows:

Steps 1-4 refer to an Announcing UE.

1. Announcing UE sends a Discovery Request message containing the RPAUID to the DDNMF in its HPLMN in order to get the ProSe Code to announce and to get the associated security material.

2. The DDNMF may check for the announced authorization with the ProSe Application Server.

3. If the Announcing UE is roaming, the DDNMFs in the HPLMN and VPLMN of the Announcing UE exchange Announce Auth.

4. The DDNMF in the HPLMN of the Announcing UE returns the ProSe Code and the corresponding Code-Sending Security Parameters, along with the CURRENT_TIME and MAX_OFFSET parameters. The Code-Sending Security Parameters provide the necessary information for the Announcing UE to protect the transmission of the ProSe Code and are stored with the ProSe Code. The Announcing UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Announcing UE in step 4 of subclause 6.3.2 of the current specification.
Steps 5-10 refer to a Monitoring UE

5. The Monitoring UE sends a Discovery Request message containing the RPAUID to the DDNMF in its HPLMN in order to be allowed to monitor for one or more Restricted ProSe Application User IDs.

6. The DDNMF in the HPLMN of the Monitoring UE sends an authorization request to the ProSe Application Server. If, based on the permission settings, the RPAUID is allowed to discover at least one of the Target RPAUIDs contained in the Application Level Container, the ProSe Application Server returns an authorization response.

7. If the Discovery Request is authorized, and the PLMN ID in the Target RPAUID indicates a different PLMN, the DDNMF in the HPLMN of the Monitoring UE contacts the indicated PLMN’s DDNMF i.e. the DDNMF in the HPLMN of the Announcing UE, by sending a Monitor Request message.

8. The DDNMF in the HPLMN of the Monitoring UE may exchange authorization messages with the ProSe Application Server.

9. The DDNMF in the HPLMN of the Announcing UE responds to the DDNMF in the HPLMN of the Monitoring UE with a Monitor Response message including the ProSe Code, the corresponding Code-Receiving Security Parameters, and an optional Discovery User Integrity Key (DUIK). The Code-Receiving Security Parameters provide the information needed by the Monitoring UE to undo the protection applied by the announcing UE. The DUIK be included as a separate parameter if the Code-Receiving Security Parameters indicate that the Monitoring UE uses Match Reports for MIC checking. The DDNMF in the HPLMN of the Monitoring UE stores the ProSe Code and the Discovery User Integrity Key (if it received one outside of the Code-Receiving Security Parameters).
NOTE 1:
There are two configurations possible for integrity checking, namely, MIC checked by the DDNMF, and MIC checked at the UE side. Which of the configuration is used is decided by the DDNMF that assigned the ProSe Code being monitored, and signalled to the Monitoring UE in the Code-Receiving Security Parameters.

10. The DDNMF in the HPLMN of the Monitoring UE returns the Discovery Filter and the Code-Receiving Security Parameters, along with the CURRENT_TIME and MAX_OFFSET parameters. The Monitoring UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Monitoring UE in step 9 of subclause 6.3.2 of the current specification. The UE stores the Discovery Filter and Code-Receiving Security Parameters.
Steps 11 and 12 occur over PC5.

11. The UE starts announcing, if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of the announcing UE's ProSe clock and if the Validity Timer has not expired. The UE forms the discovery message and protects it. The four least significant bits of the UTC-based counter are transmitted along with the protected discovery message.

12. The Monitoring UE listens for a discovery message that satisfies its Discovery Filter, if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the monitoring UE's ProSe clock. In order to find such a matching message, it processes the message. If the Monitoring UE was not asked to send Match Reports for MIC checking, it stops at this step from a security perspective. Otherwise, it proceeds to step 13.

NOTE 2:
The UE checking the integrity of the discovery message on its own does not prevent the UE from sending a Match Report due to requirements in TS 23.303 [5]. If such a Match Report is sent, then there is no security functionality involved.

Steps 13-16 refer to a Monitoring UE that has encountered a match.

13. If the UE has either not had the DDNMF check the MIC for the discovered ProSe Code previously or the DDNMF has checked a MIC for the ProSe Code and the associated Match Report refresh timer (see step 15 for details of this timer) has expired, then the Monitoring UE sends a Match Report message to the DDNMF in the HPLMN of the monitoring UE. The Match Report contains the UTC-based counter value with four least significant bits equal to four least significant bits received along with discovery message and nearest to the monitoring UE’s UTC-based counter associated with the discovery slot where it heard the announcement, and other discovery message parameters including the ProSe Code and MIC. The DDNMF checks the MIC.
14. The DDNMF in the HPLMN of the Monitoring UE may exchange an Auth Req/Auth Resp with the ProSe App Server to ensure that Monitoring UE is authorised to discover the Announcing UE. 

15. The DDNMF in the HPLMN of the monitoring UE returns to the Monitoring UE an acknowledgment that the integrity check passed. It also provides the CURRENT_TIME parameter, by which the UE (re)sets its ProSe clock. The DDNMF in the HPLMN of the Monitoring UE includes the Match Report refresh timer in the message to the Monitoring UE. The Match Report refresh timer indicates how long the UE will wait before sending a new Match Report for the ProSe Code.
16. The DDNMF in the HPLMN of the Monitoring UE may send a Match Report Info message to the DDNMF in the HPLMN of the Announcing UE.
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Figure 6.1.3.X.2.2-1: Model A restricted discovery security procedure
6.1.3.X.2.2
Model B restricted discovery

The security procedure for Model B restricted discovery is described as follows:

Steps 1-4 refer to a Discoveree UE.

1. Discoveree UE sends a Discovery Request message containing the RPAUID to the DDNMF in its HPLMN in order to get Discovery Query Filter(s) to monitor a query, the ProSe Response Code to announce and associated security materials. The command indicates that this is for ProSe Response (Model B) operation, i.e. for a Discoveree UE.

2. The DDNMF may check for the announced authorization with the ProSe Application Server depending on DDNMF configuration.

3. The DDNMFs in the HPLMN and VPLMN of the Discoveree UE exchange Announce Auth. messages. If the Discoveree UE is not roaming, these steps do not take place.

4. The DDNMF in the HPLMN of the Discoveree UE returns the ProSe Response Code and the Code-Sending Security Parameters, Discovery Query Filter(s) and their Code-Receiving Security Parameters corresponding to each discovery filter along with the CURRENT_TIME and MAX_OFFSET parameters. The Code-Sending Security Parameters provide the necessary information for the Discoveree UE to protect the transmission of the ProSe Response Code and are stored with the ProSe Response Code. The Code-Receiving Security Parameters provide the information needed by the Discoveree UE to undo the protection applied to the ProSe Query Code by the Discoverer UE. The Code-Receiving Security Parameters indicate a Match Report will not be used for MIC checking. The UE stores each Discovery Filter with its associated Code-Receiving Security Parameters. The Discoveree UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Announcing UE in step 4 of subclause 6.3.2 of the current specification.

Steps 5-10 refer to a Discoverer UE

5. The Discoverer UE sends a Discovery Request message containing the RPAUID to the DDNMF in its HPLMN in order to be allowed to discover one or more Restricted ProSe Application User IDs.

6. The DDNMF in the HPLMN of the Discoverer UE sends an authorization request to the ProSe Application Server. If the RPAUID is allowed to discover at least one of the Target RPAUIDs contained in the Application Level Container, the ProSe Application Server returns an authorization response.

7. If the Discovery Request is authorized, and the PLMN ID in the Target RPAUID indicates a different PLMN, the DDNMF in the HPLMN of the Discoverer UE contacts the indicated PLMN’s DDNMF i.e. the DDNMF in the HPLMN of the Discoveree UE, by sending a Discovery Request message.

8. The DDNMF in the HPLMN of the Discoveree UE may exchange authorization messages with the ProSe Application Server.

9. The DDNMF in the HPLMN of the Discoveree UE responds to the DDNMF in the HPLMN of the Discoverer UE with a Discovery Response message including the ProSe Query Code(s) and their associated Code-Sending Security Parameters, ProSe Response Code and its associated Code-Receiving Security Parameters, and an optional Discovery User Integrity Key (DUIK) for the ProSe Response Code. The Code-Receiving Security Parameters provide the information needed by the Discoverer UE to undo the protection applied by the Discoveree UE. The DUIK be included as a separate parameter if the Code-Receiving Security Parameters indicate that the Discoverer UE uses Match Reports for MIC checking. The DDNMF in the HPLMN of the Discoverer UE stores the ProSe Response Code and the Discovery User Integrity Key (if it received one outside of the Code-Receiving Security Parameters). The Code-Sending Security Parameters provide the information needed by the Discoverer UE to protect the ProSe Query Code.
NOTE 1:
There are two configurations possible for integrity checking, namely, MIC checked by the DDNMF, and MIC checked at the UE side; this is decided by the DDNMF that assigned the ProSe Code being monitored, and signalled to the Monitoring UE in the Code-Receiving Security Parameters.

10. The DDNMFs in the HPLMN and VPLMN of the Discoverer UE exchange Announce Auth. messages. If the Discoverer UE is not roaming, these steps do not take place.

11. The DDNMF in the HPLMN of the Discoverer UE returns the Discovery Response Filter and the Code-Receiving Security Parameters, the ProSe Query Code and the Code-Sending Security Parameters along with the CURRENT_TIME and MAX_OFFSET parameters. The Discoverer UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Monitoring UE in step 9 of subclause 6.3.2 of the current specification. The UE stores the Discovery Response Filter and its Code-Receiving Security Parameters and the ProSe Query Code and its Code-Sending Security Parameters.

Steps 12 to 15 occur over PC5.

12. The Discoverer UE sends the ProSe Query Code and also listens for a response message, if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of the announcing UE's ProSe clock and if the Validity Timer has not expired. The Discoverer UE forms the discovery message and protects it. The four least significant bits of UTC-based counter are transmitted along with the protected discovery message.

13. The Discoveree UE listens for a discovery message that satisfies its Discovery Filter, if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the Discoverer UE's ProSe clock. In order to find such a matching message, it processes the message.
NOTE 2:
Match Reports are not used for the MIC checking of ProSe Query Codes.

14. The Discoveree sends the ProSe Response Code associated with the discovered ProSe Query Code. The Discoveree UE forms the discovery message and protects it. The four least significant bits of UTC-based counter are transmitted along with the protected discovery message.

15. The Discoverer UE listens for a discovery message that satisfies its Discovery Filter. In order to find such a matching message, it processes the message. If the Discoverer UE was not asked to send Match Reports for MIC checking, it stops at this step from a security perspective. Otherwise, it proceeds to step 16.

NOTE 3:
The UE checking the integrity of the discovery message on its own does not prevent the UE from sending a Match Report due to requirements in TS 23.303 [5]. If such a Match Report is sent, then there is no security functionality involved.

NOTE 4:
The security keys in the Code-Sending Security Parameters of discover UE and the security keys in the Code-Sending Security Parameters of discoveree UE need to be generated independently and randomly. This ensures that the impersonation of the discoveree UE is not feasible when the discoverer UEs make use of match reports.

Steps 16-19 refer to a Discoverer UE that has encountered a match.

16. If the Discoverer UE has either not had the DDNMF check the MIC for the discovered ProSe Response Code previously or the DDNMF has checked a MIC for the ProSe Response Code and the associated Match Report refresh timer (see step 18 for details of this timer) has expired, then the Discoverer UE sends a Match Report message to the DDNMF in the HPLMN of the Discoverer UE. The Match Report contains the UTC-based counter value with four least significant bits equal to four least significant bits received along with discovery message and nearest to the monitoring UE’s UTC-based counter associated with the discovery slot where it heard the announcement, and other discovery message parameters including the ProSe Response Code and MIC. The DDNMF checks the MIC.

17. The DDNMF in the HPLMN of the Discoverer UE may exchange an Auth Req/Auth Resp with the ProSe App Server to ensure that Discoverer UE is authorised to discover the Discoveree UE.

18. The DDNMF in the HPLMN of the Discoverer UE returns to the Discoverer UE an acknowledgement that the integrity check passed. It also provides the CURRENT_TIME parameter, by which the UE (re)sets its ProSe clock. The DDNMF in the HPLMN of the Discoverer UE includes the Match Report refresh timer in the message to the Discoverer UE. The Match Report refresh timer indicates how long the UE will wait before sending a new Match Report for the ProSe Response Code.

19. The DDNMF in the HPLMN of the Discoverer UE may send a Match Report Info message to the DDNMF in the HPLMN of the Discoveree UE.
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Figure 6.1.3.X.2.2-1: Model B restricted discovery security procedure
*** NEXT CHANGE ***
6.1.3
Security procedures
6.1.3.Y
Key distribution for 5G ProSe Relay/Group Discovery
6.1.3.Y.1
Group member discovery case
Group member discovery is a type of restricted discovery and is expected to be supported in coverage and out of coverage. Group member discovery uses provisioned keys to support integrity, confidentiality and non-trackability of the discovery messages. A discovery root key from which other keys can be derived is used to secure over the air discovery and communications. This root key can be provisioned by the 5G DDNMF and/or by the 5G PKMF – this clarification is left for the normative stage. 

The solution follows that of TS 33.303 [2], where for both public safety discovery scenarios – group member discovery and relay discovery – the same solution is provided: a Public Safety Discovery Key (PSDK) is provisioned as the root key that is used for the protection of the Public Safety Discovery messages, and is associated with one or more Application Layer Group IDs or respectively Relay Service Codes (RSCs). Both of these identifiers are defined in TS 23.303 [5].

The procedures are shown below for Group Member Discovery.
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Figure 6.1.3.Y.1-1: Discovery key provisioning for group member discovery, public safety case
Step 0: The UE connects to the network and obtains authorization from the PCF/ProSe App Server to perform Group Member discovery. The UE also gets the address of the 5GDDNMF of its HPLMN and/or of the 5G PKMF. Besides the security policy, the following additional parameters are sent to the UE: a set of one or more (ProSe) Layer-2 Group ID, User Info, Application Layer Group ID and their validity times.

NOTE 1: This step is briefly described in TS 23.304 [3].  

Step 1: The UE establishes a secure connection with the 5GDDNMF or the 5G PKMF of its HPLMN. The UE ID is authenticated and authorized by the 5GDDNMF or the 5G PKMF.

NOTE 2: As this connection is established on the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. 

Step 2: The UE sends a discovery key request to the 5GDDNMF or the 5G PKMF of its HPLMN. In the key request includes at least the following information: UE ID, set of one or more Application Layer Group IDs and their validity times.

Step 3: The 5GDDNMF or the 5G PKMF checks whether the UE is authorized for group member discovery.

Step 4: If the check in step 3 is successful, then the 5GDDNMF or the 5G PKMF generates one or more Public Safety Discovery Keys (PSDK1… PSDKn) corresponding to the Application Layer Group ID and its PLMN ID. More than one PSDK may be generated, but the overall validity time should match the validity times of the corresponding set of Application Layer Group IDs of Step 2. The Expiry Time of the PSDK needs to be set such that the keys for later periods have a longer expiration period. PSDKs that have not expired can be used for discovery in out of coverage cases.

NOTE 3:
When and how often the discovery keys need to be generated is left for normative work.
NOTE 4: The security keys in the Code-Sending Security Parameters of discoverer UE and the security keys in the Code-Sending Security Parameters of discoveree UE must be generated from two different PSDKs to avoid impersonation attacks in certain discovery configurations.
Step 5: The 5GDDNMF or the 5G PKMF sends the key response to the UE. The key response message includes at least the following information: UE ID, PDSK identifier(s), PDSK(s), validity time(s).
NOTE 5: In Step 5, the 5G DDNMF or 5G PKMF can provision the UE with a subset of keys derived from a PDSK instead of with the PDSK itself. For instance, instead of distributing a PDSK to a UE, the UE is only provisioned with the DUCK and/or DUSK and/or DUIK, derived from the PSDK. 
6.1.3.Y.2
Relay discovery case
The procedures are similar to the ones for Group Member Discovery. For Relay discovery, the procedures for the relay discovery are identical, with the following exceptions:

· The UE is now the Remote UE or the UE-to-network Relay
· Instead of the parameter Application Layer Group ID, the Relay Service Code is used.
· Instead of Layer-2 Group ID, the Destination Layer-2 ID is used
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Figure 6.1.3.Y.2-1: Discovery key provisioning for relay discovery, public safety case
*** NEXT CHANGE ***
6.1.3
Security procedures
6.1.3.Z
Security procedures for 5G ProSe Discovery supporting source authenticity
6.1.3.Z.1
Underlying procedure
This solution complements the usage of the integrity key, the DUIK, with a Discovery User Integrity Hash Chain (DUIHC) for source authentication similar to TESLA [x]. 

In the following, 

H1(input) = TRUNCb(Hash(Identifier | 1 | input)). 
Hj(input) denotes TRUNCb(Hash(Identifier | j | Hj-1(input))) 

Where,
“|” denotes concatenation, 
Hash(input) refers to the computation of hash function on a given input,
“Identifiers” include fixed provisioned parameters related to the announcing message, e.g., the relay service code of the announcing UE. Identifiers might also include a cryptographic salt. 
TRUNCb(A) is a function that returns b bits of input A, e.g., the b least significant bits of A.
Including “j” and “Identifiers” in the computation of Hj(input) makes the solution more resilient against pre-computation attacks.

The usage of TRUNCb(A) aims at being able to reduce the communication overhead.

With this, a DUIHC is obtained from a randomly generated seed S as:

   S ( H1(S) ( H2(S) ( H3(S)( …( HN-2(S) ( HN-1(S) ( HN(S)

Here, the arrow “(” indicates the direction when generating the hash chain links H1(S), H2(S),…  of the hash chain. The last element, HN(S), is the anchor of this DUIHC. For instance, H1(S) = TRUNCb(Hash(Identifier | 1 | input = S)), H2(S) = TRUNCb(Hash(Identifier | 1 | input = H1(S))),...
An announcing UE is given the seed S of its DUIHC. All monitoring UEs are given the anchor of the DUIHC of the announcing UE. All the UEs, announcing and monitoring, are also given:

a reference time t0: the time when the announcing UE is supposed to start using the hash chain link, and

a timeslot duration tDelta: how long a link is valid.

N: the number of links of the DUIHC.

The number of slots and the timeslot duration determine how long the DUIHC remains valid and how long a UE can perform discovery (supporting source authentication) while being out of coverage. For instance, a hash chain with N=3600 and tDelta=1 second is valid for 1 hour starting at reference time t0 so that UEs configured with it can perform discovery (supporting source authentication) while in out of coverage and without requiring access to the core network.

When an announcing UE wants to send an announcing message m at UTC time t, the announcing UE first computes the current timeslot j as j = CEIL((t – t0)/tDelta) where CEIL (x) maps x to the least integer greater than or equal to x. This implies that the announcing UE has to use DUIHC link HN-j(S). Note that this requires that N-j > 0.  

The announcing UE uses HN-j(S) together with the DUIK to compute the final key (DHCUIK) used in the creation of the MIC of the message m. 

This key is denoted as Discovery Hash Chain User Integrity Key (DHCUIK) and is computed as:

DHCUIK = KDF(DUIK | HN-j(S))

The MIC of message m is denoted MICm and is computed as:









MICm = MIC(m, DHCUIK)

When the announcing UE broadcasts message m towards the monitoring UEs, the announcing UE includes the previously used DUIHC link, namely HN-j+1(S) and MICm:







Announcing UE ( Monitoring UE: m, HN-j+1(S), MICm     






(1)  
When a monitoring UE receives the above announcing message at time t, the monitoring UE first computes the timeslot j by taking as input the reference time t0 and the timeslot duration tDelta. Then, the monitoring device caches the received message till the next time slot j+1 to receive HN-j(S) in the following announcing message. With HN-j(S), the monitoring UE can check:

a)  the validity of the MIC received in the previous message, and thus, the integrity of the message itself. This is done by recomputing DHCUIK and checking that the received MICm matches the computed MIC.
b) the freshness and source authenticity of the message by checking that the received value of HN-j(S)) is correct. To this end, the monitoring UE uses as input the received anchor. 
The monitoring UEs verify the anchor associated to the DUIHC of an announcing UE during provisioning of the discovery keys. This requires that the provisioning of the discovery keys is done in a secure way, in particular, in an integrity protected manner.
This approach requires each monitoring UE to be provisioned with the anchor of the hash chain associated to an announcing UE. This means that:

·  if an application involves M announcing UEs and L monitoring UEs and it is required to verify the source authenticity of those M announcing UEs, then each announcing UE has a different hash chain (seed), and each monitoring UE needs to be configured with M anchors, an anchor per announcing UE. 
· if an application involves M announcing UEs and L monitoring UEs and it is required to differentiate between announcing UEs and monitoring UEs, all M announcing UEs can be configured with a same hash chain seed and all monitoring UEs are configured with the corresponding anchor. 
The average computational overhead at the monitoring UE to verify the MIC of a discovery message is of N/2 hash evaluations, where N is the number of links of the DUIHC.

This approach requires that both announcing UEs and monitoring UEs are loosely UTC time synchronized. This assumption already applies to the LTE discovery solution. Under this assumption, an attacker cannot use the disclosed hash chain links to impersonate other UEs or modify the broadcasted discovery messages. An attacker can replay/forward messages but the attacker is not able to modify them.
6.1.3.Z.2
Message flows for restricted discovery model A
Referring to Section 6.1.3.X. 2.1 and Figure 6.1.3.X.2.1-1, the following changes are required to support use cases that require discovery of out of coverage UEs while ensuring source authentication.

Step 4: in addition to the received parameters, the announcing UE also needs to be provided in a secure way with at least a set of DUIHC parameters, i.e., the seed S of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration. 

Step 10: in addition to the received parameters, the monitoring UE also needs to be provided in a secure way with at least a set of DUIHC parameters, i.e., the anchor of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration. 

Step 11 (Announce code): is modified to use links in the DUIHC when computing the broadcasted MIC as described in Section 6.1.3.X. 2.1. The broadcasted message is as in (1) above.

Step 12 (Receive code): is modified to use the received anchor of the DUIHC to verify the source authenticity of the received message m. The received broadcast message is as in (1) above.
Steps 13 – 16 are not required to ensure source authenticity independently whether the monitoring UE is in coverage or out of coverage. 
Additionally:
If a monitoring UE detects a discovery message with a wrong MIC or DUIHC link, the monitoring UE can inform the HPLMN or M-UE DDNMF about the event. 

If an announcing UE is revoked, then the HPLMN or M-U DDNMF should inform the monitoring UEs that had expressed interest in being able to discover that announcing UE. 

The DUIHC anchor that a monitoring UE receives in Step 10 corresponds to the latest link or a recently disclosed link of the announcing UE DUIHC. 

6.1.3.Z.3
Applicability to restricted discovery mode B
The approach described in Sections 6.1.3.X. 2.2 and Figure 6.1.3.X.2.2-1 can be applied to restricted discovery Mode B with minor modifications as follows: the discoveree UE in Section 6.1.3.X. 2.2 should own a DUIHC (including the seed) so that it can generate a MIC in a similar way as described above. The discoverer UE in Section 6.1.3.X. 2.2  should be configured in a secure way with the anchor of the DUIHC so that it can verify the integrity and source authenticity of the Response Code messages without requiring match reports.
6.1.3.Z.4
Applicability to relay and group discovery 
The procedures are as the ones for Relay and Group Discovery in 6.1.3.Y.1 with the following extensions: In Steps 4 and 5 in 6.1.3.Y.1, the 5G DDNMF or 5G PKMF might generate DUIHC parameters and provision a remote UE or a relay UE with the DUIHC parameters. In particular:

· a relay UE playing the role of announcing UE (Model A) or discoveree UE (Model B) might be provisioned with the seed S of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration.
· A remote UE playing the role of monitoring UE (Model A) or discoverer UE (Model B) might be provisioned with the anchor of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration.
Since a DUIHC has a finite lifetime, the 5G DDNMF or 5G PKMF might provision UEs with multiple sets of DUIHC parameters. DUIHC parameters that have not expired can be used for discovery in out of coverage use cases.
*** END OF CHANGES ***
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